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FOREWORD
At the beginning of the last year, it seemed that 2020 would be
especially significant, as it marks 25 years since the establishment of the
Constitution Protection Bureau (SAB). The strategic goals of SAB have
remained unchanged: maintaining the system for protection of classified
information; obtaining intelligence and counter-intelligence information;
and representing Latvia’s security interests in international organizations
and working groups. Over the past 25 years SAB has had many reasons
to be proud of its contributions to strengthening Latvian and international
security.
And yet 2020 turned out to be as complex and dramatic for SAB as
for anyone affected by the COVID-19 pandemic. It was a challenging time
for our team, their family members and friends. The pandemic changed
our habits and daily routine, but did not eliminate the risks and threats
affecting Latvia. The team of SAB had to both ensure the health of
themselves and their loved ones, and adequately solve the tasks related
to Latvia’s security interests at national and international levels.
The time of the pandemic revealed new global threats. Particularly
with the growing hybrid threats, including cyber security risks, we
have seen the range of threats significantly expanding. Threats to
our national security are posed by developments in the international
security environment, Russia’s military activities near the Latvian border
and malicious cyber activities. 2021 continues to challenge us with
the pandemic and mutations of the virus. In this context, the role of
disinformation has grown like never before. It is also expected that our
Eastern neighbours are preparing for ambitious military exercises in 2021.
Support at public and political levels, as well as a common understanding
with our international allies will help us overcome these challenges!

Jānis Maizītis
SAB director
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INTRODUCTION
SAB is one of three Latvian state security agencies. In accordance with
the law, SAB performs intelligence and counter-intelligence activities,
protects classified information and performs and supervises its exchange
with international organizations. The present report provides an overview
of counter-intelligence, intelligence and information security related
issues in 2020.
In this report, SAB highlights the events in Belarus in 2020, provides
an analysis and assessment of socio-economic and political processes
in Russia, and, as far as possible within the framework of non-classified
information, provides an assessment of the activities of foreign
intelligence and security services targeted against Latvia’s interests.
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1. FOREIGN INTELLIGENCE AND
SECURITY SERVICES
PANDEMIC DOES NOT STOP SPECIAL SERVICES
SAB conducts counter-intelligence to identify the activities of
intelligence and security services of countries outside the European Union
(EU) and NATO (foreign special services), as well as to control and limit
the threat these services pose to the interests of Latvia, its allies and the
collective security. Foreign special services aim to obtain non-public and
timely information that would benefit the political, economic and military
decision-making of their respective country. These services implement
active measures aimed at influencing Latvian, EU and NATO decisionmaking, socio-political processes and public opinion. Such measures are,
most often, organized from the territory of the host country.
Activities against Latvia are carried out by special services of several
countries. The aggressive activities of Russian intelligence and security
services pose a significant threat to the interests and collective security
of NATO and EU Member States, as well as to our national security. The
activities of other foreign special services against Latvia can be assessed
as moderate and did not pose a substantial threat to our national security
over the past year. However, towards the end of 2020, there were
certain indications regarding possible changes in the activities of the
State Security Committee of Belarus (KGB) in Latvia.
It is expected that the activities of KGB’s residency will increase,
lobbying the interests of Belarusian regime, and gathering intelligence,
e.g., on the Belarusian community in Latvia, particularly those Belarusians
who have moved to Latvia in response to the regime’s repression.
In line with the Kremlin’s policies, Russian intelligence and security
services continue aggressive work against NATO and EU, as well
as their Member States. The task of the special services is to obtain
intelligence and create leverage. In recent years, it has also become
increasingly clear that Russian special services are authorized to carry out
aggressive special operations abroad, including assassinations.
Despite the growing role of technical intelligence capabilities and
activities in cyberspace, the residencies of intelligence and security
services located under the cover of Russian diplomatic missions
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remain an extremely important mechanism for Russian intelligence
in the West. In recent years, the number of intelligence officers under
the cover of Russian diplomatic missions in Latvia has fluctuated from
20 to 40 % of the total number of diplomats, similarly as elsewhere
in Europe, thus creating a large network of Russian special services’
employees abroad.
The main task of the residencies is intelligence gathering through
information sources and contact persons, as they have the greatest
potential to provide otherwise unobtainable information. In the past,
Russian intelligence mostly used public events, such as conferences or
receptions, to initiate contacts with persons of interest, whereas recently
the initial communication is usually carried out using e-mails and social
networks. The pandemic and following restrictions made the intelligence
operations with information sources more complicated, but the activities
continued.
Russian special services have an extremely wide range of intelligence
interests in their work against the West, covering most areas – domestic
and foreign policy, decision-making process and opportunities to
influence it, as well as economic espionage. The top priorities include
security policy, defence capabilities and the military sector of NATO and
its Member States. This also applies for Latvia.
Despite Western countries expelling more than 150 ‘diplomats’ as
a collective response to the Skripal Case in 2018, and thus reducing the
number of intelligence officers posted to residencies, the activities of
Russian special services are gradually being resumed. These activities
have repeatedly been described as particularly aggressive and harmful,
as evidenced by the fact that, over the recent years, European countries
have been forced to expel a number of Russian ‘diplomats’. This is often
discreet, but several countries, such as Austria, Norway and Slovakia,
have also made it public in 2020. Expulsion is only one of the possible
countermeasures alongside, e.g., refusal of a visa, public exposure of
an intelligence officer, control of activities, etc. SAB has systematically
applied these methods, assessing the most appropriate means for each
particular case.
Over the past few years, Western counter-intelligence services and
investigative journalists have shown that Russian special services are
authorized to carry out aggressive special operations abroad, including
assassinations. The particular unit of the General Staff of the Russian
Armed Forces (GRU), which carried out the poisoning of Skripal, has
been exposed as responsible for other operations in Europe: information
1. FOREIGN INTELLIGENCE AND SECURITY SERVICES
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operations in Moldova (2015), poisoning of arms dealer in Bulgaria
(2015), and attempted coup in Montenegro (2016). Information has been
obtained on both true and false identities of a large part of the unit’s
officers, as well as their travel schemes. However, even if this publicity
has led Russian special services to re-evaluate their tactical means, it has
not strategically diminished Russia’s readiness to continue this type of
operations. The particular GRU unit also continues to operate. In 2020,
media reported on its operations in Afghanistan. In 2019 and 2020, it
carried out assassinations of several Chechen dissidents and critics of the
leader of the Chechen Republic, Ramzan Kadyrov, in Europe – in Germany,
France, and Austria, among other countries. These assassinations would
benefit both Kadyrov and Russian special services that categorize the
above mentioned people as terrorists according to the Kremlin’s rather
broad definition of terrorism. There is a possibility that the Chechen
assassinations are being carried out with the consent of the Russian
special services or even with their actual support. A recent example of
the involvement of the Federal Security Service (FSB) in the liquidation of
Chechen separatists concerns Ukraine. In April 2020, the Security Service
of Ukraine issued a public statement on the arrest of Major General
Valery Shaitanov, accusing him of cooperating with the Russian FSB.
The operations carried out by Shaitanov on behalf of the FSB included
organizing the assassination of Adam Osmayev, commander of a Chechen
volunteer unit fighting on the Ukrainian side in Donbass.
In response to the scale of the aggression by Russian special services,
Western services have demonstrated high level of cooperation and
common understanding of threats. Security challenges remain high and
the common efforts will continue.
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2. POLITICAL SITUATION IN
BELARUS
Alexander Lukashenko’s Regime
outside the Comfort Zone

2020 was a significant turning point in the development of civic
awareness and political activism in Belarus. This will have an impact on
the Belarusian system of government, regardless of when and how the
internal conflict will be resolved. Public demand for change was fuelled
by the long-term economic stagnation and the incompetent assessment
of the situation by Alexander Lukashenko’s regime, which led to a
number of erroneous decisions.
The change in public sentiment at the beginning of last year was
caused, among other things, by the problems caused by the COVID-19
pandemic and Lukashenko’s cynical reaction towards them. He chose
to deny the effects of the virus, hide official data, ridicule and blame
those infected, and ignore the emerging technical and human resources
problems in the health care system. COVID-19 did more than damage
Lukashenko’s reputation by, among other things, affecting his traditional
7

electorate – seniors and workers. The virus also promoted the selforganization and potential for activism among Belarusian people. In
addition, the crisis undermined public confidence in the propaganda
media and contributed to the popularity of independent media and
alternative sources of information, such as Telegram.
The regime then, ignoring public sentiment, chose its usual election
tactics. The chosen election date (9 August 2020) not only unduly
presumed lower public activity in the summer, it also made it more
difficult for potential candidates to prepare for the submission of
documents, as the announcement came very late. Potentially strong
candidates were detained or prevented from applying by administrative
means. While preparing the election, the regime used tried and tested
methods of electoral fraud, finally announcing election results that were
clearly out of step with the public sentiment. In addition, the regime
arrogantly decided that Sviatlana Tsikhanouskaya would not be able to
jeopardize it and unite the supporters of several candidates.
As a result, the public, willing to openly reveal their choice, mobilized
in favour of Tsikhanouskaya, the only candidate symbolizing change.
The most active part of the society took part in the monitoring of voting
and counting of the votes. Some members of the regime involved in the
counting of votes refused to sign forged protocols and distributed audio
and video recordings of the violations. All of this led to reasonable doubts
regarding the official election outcome.
Finally, the regime made the next mistake and chose to intimidate the
public. In the first days after the election on 9 August, the regime used
disproportionate force against peaceful protesters. The sudden, brutal
and widespread violence led to more and more people willing to take to
the streets, express their attitudes and take part in protests. At least 200
000 people took part in the protests in mid-August, and various events,
albeit with a smaller turnout, continued until the end of 2020.
At the same time, the regime, so carefully constructed for the past 26
years, proved its resilience and loyalty of those involved. It was able to
exist even in times of crisis. The regime opted for the tried and tested
tactics of intimidating the public, exaggerating external threats and
promising reforms, at the same time seeking excuses for postponing
those reforms. On some weekends, when the biggest protests usually
took place, the number of detainees exceeded 1000 people. Several
people died as a result of the violence conceded by the regime. The
regime also actively restricted the activities of independent media and
8
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opposed the usage of any symbols or, in fact, anything reminiscent of the
protests – memorabilia, graffiti, white-red-white flags, etc.
People working for state institutions and state-owned enterprises
were often forced to show, at least seeming, support for Lukashenko’s
regime or face repression in the workplace and even dismissal. ‘Cleaning’
of disloyal staff took place at the Ministry of Foreign Affairs, where those
who did not support the violence perpetrated by the authorities were
forced to leave.

In September 2020, the Ambassador
of Belarus to Latvia, Vasily Markovich,
as well as other Belarusian diplomats
were recalled. The Belarusian KGB
had a significant role in these events,
obtaining information on the views of
individuals and reporting these
to the government.

The involvement of special services in a crisis situation helps the
regime to maintain control, at the same time indicating the weakness of
the regime and contradicting the principles of democratic governance.
According to official figures, more than 13 000 people moved to Poland
and Lithuania between August and October 2020. By the end of the year,
the number of emigrants was even higher, well-known opposition figures,
athletes, journalists, businessmen, actors, as well as a number of other
people had left Belarus. Human rights defenders estimate that more
than 33 000 people have been detained since the start of the election
campaign in May. At least 169 people have been recognized as political
prisoners, some of whom have been in prison for more than six months.
Relations with the West deteriorated resulting in loss of access
to additional funding from the EU. The economy is in a critical state.
Relations with Russia are also complicated. Prior to the Belarusian
election Lukashenko accused Russia of wanting to intervene. He has
also, for a long time, pursued policies that often contradicted Russia’s
interests. Russia’s goal, however, is to maintain influence in Belarus,
not to keep power in Lukashenko’s hands.

2. POLITICAL SITUATION IN BELARUS
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3. RUSSIA’S INFLUENCE
MEASURES AND PROPAGANDA
PROPAGANDA IN GHOSTWRITTEN FAKE NEWS
A particular branch of Russia’s disinformation activities in the Baltic
States and Poland are fake news campaigns, aimed to ensure the
publishing of false information prepared by Russia in the local media.
This particular approach differs by the choice of media, as in other cases
propaganda and misinformation are mostly disseminated in Russian
media that are retransmitted in the respective country or local media
that are recognized as pro-Kremlin. There is a reason to believe that this
particular branch of fake news, labelled the Ghostwriter campaign, is a
project of Russian special services.
This branch of fake news covers topics concerning the security
policy of the Baltic States and Poland. Their mission is to show NATO’s
enhanced Presence (eFP) forces as a threat to the security of host
nations, cast doubts on NATO and eFP’s readiness to protect the region
under any conditions, show NATO as the actual aggressor in the region,
and to create a division in NATO’s unity and the mutual trust of partner
nations.
Usually, a false news story is created by aligning it with a real event,
illustrating it with false evidence – a quote, document or photograph
that gives the story an apparent credibility. For example, in April 2020, a
falsified letter from the NATO Secretary General contained information
that NATO would withdraw its forces from Lithuania due to the dramatic
COVID-19 situation. This particular piece of false news gained a relatively
wide resonance last year. Other fake news stories that also gained
prominence last year include:
• Lithuanian army officer in Poland caught spying for Lithuania (July
2020);
• US General ridicules the military capabilities of the Baltic States and
Poland (May 2020);
• COVID-19 spreads among Canadian forces in Latvia (April 2020);
• Military exercises Defender-Europe 20 will be fully implemented
despite the COVID-19 pandemic (March 2020).
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The Ghostwriter campaign has specific methods of disseminating
the news, aiming for the news stories to appear in the most respectable
media, which, in the eyes of general public, are not associated with
Kremlin’s influence. To achieve this:
• The news story (disguised, e.g., as a press release) is most often sent
to media and institutions from an e-mail address identical to the e-mail
address of a real organization. The recipient believes the message
is authentic and publishes it. Cyber professionals can visually assign
virtually any sender’s address to an e-mail. In order to do so, there is
no need to carry out an actual cyber-attack to the organization, whose
address is being forged.
• A fake news story can also be inserted into the media news feed by
“hacking” the media website or accessing it with previously stolen
authentication passwords.
• Alternatively, a news story can also be published on a website under a
fictional name, the author is only seemingly a real person. The post is
then published on several other sites in an effort to get it noticed by
the most respectable media.
There is a small number of news stories distributed in the framework
of the Ghostwriter campaign in Baltic Sea Region – no more than one or
two stories per month. These are, however, systematic activities and
the number of stories tends to gradually increase. Our observations
suggest that, so far, fake news has not been able to influence the policies
or public opinion in the region, as they are quickly recognized as fake.
It is rather Russia’s effort to manipulate the information space that
resonates within the society, instead of the fake news itself. The fact that
Russia is developing access mechanisms to the media environment
illustrates Russia’s aggression in the region and may, under certain
circumstances, pose a threat.
Seemingly authentic fake news is also periodically sent to Latvian
institutions and media. For example, in July 2020, several recipients
in Latvia received an e-mail containing fake news regarding the Polish
Internal Security Agency detaining a Polish Army officer on suspicion
of espionage. The message mimicked a press release from the Polish
Internal Security Agency and was sent from an address identical to
the agency’s official e-mail address. Several regional newspapers were
among the Latvian media, to which the e-mail was sent. The profile of
most recipients did not even theoretically correspond to the publication
of such a story in a foreign language (English). And yet, over the last
year, several recipients in Latvia have been convinced of the authenticity
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of the information and published the received fake news. These stories,
however, have not gained any considerable attention.
In order to avoid similar situations, SAB invites media to be vigilant,
critically evaluate and, as far as possible, verify the authenticity of the
news stories, especially if received from a sender who is not among
the usual cooperation partners. It is also important to maintain the
highest possible IT security standards not to become an easy target for
cyber-attacks. SAB has developed a set of guidelines Cyber activities of
intelligence services. Recommendations for reducing security risks that
are available on our website.
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4. RUSSIA’S FOREIGN POLICY
Realised and Unrealised Opportunities
in Russia’s Foreign Policy
Russia’s foreign policy
goals and the instruments
and methods used to
achieve
them
remain
unchanged: to be one of
the centres of international
politics
and
security,
and maintain influence
in
the
neighbouring
countries.
Nevertheless,
last year Russia had to adapt to a variety of both external and internal
conditions, as well as the challenges of the changing world. In 2020,
Russia’s policy was primarily aimed at maintaining the regime in the
long term and mitigating the effects of COVID-19 in the short term. The
consolidation of the regime in order to survive had an impact on foreign
policy decisions.
Several developments in relations with the West, as well as with
Russia’s strategically important neighbours showed a certain caution in
Russia’s foreign policy. More often than not, Russia chose an increasingly
pragmatic wait-and-see approach. By skilfully using proven methods and
continuing with the opportunistic approach, Russia maintained its main
strength – the ability to notice and intervene at the right moment to gain
the most advantage.
COVID-19 pandemic constituted the biggest global challenge in
2020, which was both an opportunity and a challenge for Russia’s
foreign policy. In its relations with the West, Russia maintained its usual
tactics – polishing the image of the world power and questioning the
actions of the West, while simultaneously implementing several, often
contradictory, initiatives. Russia tends to be rather pragmatic – it can
discredit and criticize the West as a threat to the world security, while
13

extending a friendly offer to negotiate and address practical issues like
economic cooperation.
By sending Western Europe and its allies politically motivated aid
and medical units, that were closely followed by propaganda journalists,
Russia sought to demonstrate that it was a responsible country able
to effectively deal with the COVID-19 crisis. Under the disguise of the
pandemic, Russia unsuccessfully tried to lift Western sanctions, without
actually changing the behaviour that led to the sanctions in the first
place. While attempting to use the COVID-19 pandemic as a platform
for positive cooperation, Russia continued its confrontational foreign
policy towards the West. This was most noticeable in the widespread
disinformation and propaganda. During the first months of the pandemic,
Russia was, as usual, promoting the spread of conspiracy theories and
distributing narratives that praised Russia and indicated the West’s
inability to control the disease.
For Russia, the race to develop a COVID-19 vaccine included more
than work at the laboratories. It was also a busy time for propaganda
channels, making it a geopolitical issue. For example, Russia’s pompous
announcement that it was the first country to develop a vaccine was a
mere statement to improve its reputation – the Russian vaccine had not
reached a further development phase than the other vaccines. It can
be noted that the messages, scope and form of the 2020 information
events related to COVID-19 were in line with Russia’s usual approach to
information campaigns and as such could not be considered as something
new.
The pandemic and related global economic downturn contributed
to domestic instability for Russia’s allies and highlighted Russia’s
limited capacity to help. It also highlighted the ineffectiveness of the
Eurasian Economic Union (EEU) as an economic instrument. The EEU
announcements on addressing the effects of the pandemic were mostly
declarative and came among ongoing internal disagreements over the
gas tariff.
In addition to the pandemic, 2020 brought Russia a number of
challenges on its border. While probably not anticipated, they were, to a
large extent, of Russia’s own making. Russia has long been politically
motivated to support pro-Russian leaders and policies in strategically
important countries. Even if it meant authoritarian or weak leaders
whose policies did not encourage the country’s development. As
a result, Russia found itself encircled by countries in poor economic
situation, dissatisfied society and lack of high-class professionals who
14

4. RUSSIA’S FOREIGN POLICY

could solve these issues. There was a growing number of the current or
former leaders of these countries being described as “unsatisfactory in
the eyes of Kremlin, but without any real alternative.”
Russia’s closest ally, Belarus, saw unprecedented internal opposition
to its long-serving President Alexander Lukashenko. As a response Russia
provided assistance with propaganda, consultations by the so-called spin
doctors, and internationally advocated Lukashenko as the legally elected
president, calling on other countries not to put pressure on Belarus’s
domestic policy. Russia had to search for a balance between efforts to
safeguard Belarus’s stability and resolve the internal political conflict in
any foreseeable future without tarnishing Russia’s image in the eyes of
Belarusian public.
Another one of Russia’s allies, Armenia, faced challenges as well. The
escalation in Nagorno-Karabakh confirmed Turkey’s (which supported
Azerbaijan in the war against Armenia) growing role in the region. Russia
once again had to find a middle ground in order to sustain its influence in
the region while avoiding Armenia’s complete destruction or worsening
relations with Azerbaijan and Turkey. Despite the difficult circumstances,
Russia managed to agree on the deployment of its peacekeepers
in the disputed areas, thus strengthening its position in the future
developments in Nagorno-Karabakh.
It is almost certain that the loss of the Russian-backed Socialist Party
leader Igor Dodon in Moldovan presidential election was also unexpected
for Russia. However, Russia’s long-established and maintained political,
economic and energy leverage in Moldova makes it rather unlikely for this
to affect the future relations between these countries.
In Ukraine, too, domestic political processes, although beneficial to
Russia as a whole, most likely did not meet Kremlin’s expectations. At the
beginning of the year, with the change of officials (Dmitry Kozak officially
took over the negotiations on the Russian side, and Andriy Yermak
became the head of the Presidential Administration on the Ukrainian
side), Russia hoped that the new Ukrainian government, including the
people responsible for Donbass issue, would be interested in making
Russia-friendly decisions. However, 2020 made it clear that Ukraine is
not ready to make concessions. There were no meetings of the leaders of
the Normandy Four. The biggest achievement was the ceasefire, which
entered into force on 27 July 2020. No progress was made on either the
Minsk Protocol or the Trilateral Contact Group. At the same time, Russia
actively pursued measures to divide Ukrainian society. The current status
4. RUSSIA’S FOREIGN POLICY
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quo in Donbass (failure to agree on a solution for the conflict and further
progression towards a frozen conflict) fits Russia’s interests.
In the future, Russia will become increasingly pragmatic and will
tend to use standstill tactics, whenever possible. Russia still has political
and military capacity, a network of agents of influence and economic
instruments to act decisively, if needed. It will insist on lifting of sanctions,
while continuing the actions that led to their imposition. No concessions
from Russia are expected on issues like arms control, the Donbass, and
conflicts in the Middle East, among others. At the same time, Russia, who
has long supported the idea of a multipolar world, will be increasingly
forced to consider the interests of other powerful countries.
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5. RUSSIA’S HISTORY POLICY
Russia – the Self-proclaimed History PolicEMEN
Any interpretation of history not corresponding the one postulated
by Putin’s regime is perceived by Russia with an increasing sensitivity.
For the regime, history is a domestic and foreign policy tool used both
to justify (aggressive) foreign policy and consolidate society. In order
to defend its interests, Russia is waging a legal and propaganda war
against anyone who disagrees with its interpretation or discredits any
historical symbols important to the regime.
The history of the World War II and Soviet Union, in particular,
is being increasingly sacralised and linked to current developments
in Russia. Victory in World War II serves as one of the few positive
events consolidating society, while the Soviet Union’s past influence
in global politics justifies the regime’s current efforts to play a similar
role. Therefore, 2020, marking 75 years since the end of the World War
II, was declared the year of history in Russia. The regime planned an
ambitious celebration, the central event of which would have been the
military parade on Victory Day (9 May) in Moscow. Due to the COVID-19
pandemic, it was postponed to 24 June 2020. Even though, at the time
Russia saw at least 7000 daily cases of COVID-19, the regime could not
cancel the parade altogether. Especially, since it was followed by a vote on
constitutional amendments, important for the regime. The sacralisation
of the history of and victory in World War II reached its peak with the
opening of the controversial Russian Army Cathedral in June 2020. The
cathedral’s 75-meter bell tower honours the victory over Nazism 75 years
ago, and the building itself was constructed using tanks taken from Nazi
Germany in World War II.
A week before the military parade, Putin published The Real Lessons
of the 75th Anniversary of World War II, an essay illustrating his own and,
consequently, modern Russia’s view of past and current events. According
to the essay, the heroic Soviet victory over Nazism did, in fact, save the
world. In his essay, Putin compared Western hypocrisy to Soviet nobility,
highlighted Soviet sacrifices in the past, and accused the West of trying to
downplay these sacrifices. Putin emphasized that a common (favourable
17

to Russia) understanding of the past can be the only possible basis for
the countries to trust each other and ensure stability and security in the
world.
Consequently, a perception of history that differs from Russia’s
point of view is considered dangerous – both for the global order and
Putin’s regime. Questioning the role of the Soviet Union or highlighting
unpleasant historical facts or war crimes jeopardizes the narrative of
the great Soviet achievements, and is seen by Russia as a provocation
or even insult. Domestic policy issues, such as the persistent socioeconomic problems and growing public weariness towards those in power
contribute to the regime’s insecurity, making it particularly sensitive to
factors perceived as threatening. Russia is ready to actively oppose
anyone who questions or criticizes the myth it has built around the role
of Soviet Union in World War II.
This leads to foreign policy activities related to commemoration of
Russia’s history, like discrediting countries, mainly the Baltic States and
Poland, who speak about the ‘black pages’ of the Soviet history. For a
long time, Russia has used intense propaganda against these countries,
trying to portray them as Nazi and thus lacking the moral right to criticize
Russia’s history. In 2020, Russia reacted rather strongly to actions and
statements of these countries. For example, at the beginning of 2020,
when the different understandings of Russia and Poland regarding the
beginning of World War II made the headlines, it resulted in Putin not
attending the memorial in Auschwitz.
Last year it became more and more apparent that Russia is
ready to take on the role of a judge, making accusations regarding
distortion of World War II history, comparing it to the resurgence of
Nazism. In September 2020, the Investigative Committee of Russia
set up a department to investigate war crimes of World War II and
attempts to falsify history. Head of the Committee, Alexander Bastrykin,
announced that he would take action against anyone, who would in any
way desecrate the memory of World War II. In another development,
a member of the ruling party submitted a bill to the Russian parliament
prohibiting the comparison between the activities and goals of Nazi
Germany and Soviet Union during World War II. Putin publicly expressed
his support for the bill, announcing that people who agree with rewriting
of history should be considered modern collaborators. In April 2020, the
Investigative Committee initiated a criminal case against the Prague
municipality accusing it of desecrating Russian military symbols. This
came as a response to the decision to demolish the monument of the
18
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Soviet General Ivan Konev, which Russia saw as derogating to the
historical successes of the Soviet Union.
Similar activities are carried out not only by Russian government, but
also by some pseudo-academic organizations funded by Russia. This
creates a system of organizations, including politicians, executive power,
academic organizations (including self-proclaimed academia) and media,
which facilitate the circulation of relevant information and ‘discoveries’
and promotes their credibility. We saw a number of such activities in
2020.
In general, Russia’s efforts to ‘judge’ the Baltic States and the West
are rather symbolic. Russia has no actual possibility or jurisdiction to hold
foreign states accountable for opinions that are not in line with Russia’s
perception of history. Criticism of foreign countries is often directed at
domestic audience, showing the public that Russia is defending ‘historical
justice’. Russia has limited ability to silence undesirable interpretation
of historical events abroad. Thus, it will continue to put pressure and
criticism on Western officials and historians to prevent them from
committing what Russia would consider to be a distortion of history.

5. RUSSIA’S HISTORY POLICY
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6. RUSSIA’S DOMESTIC POLICY
Putin Re-elected for the Next Term in 2020
The
next
Russian
presidential election is to take
place in 2024. Yet the current
head of state, Putin, made
sure to secure his victory as
early as 2020. Putin’s expected
election victory is ensured by
amendments to the Russian
constitution, which reset his
previous presidential terms,
expanded the president’s influence and further restricted democracy.
Using all means, including an attempted assassination of his most
prominent political opponent, to ensure that Putin remained president
seemed far more important to the regime than fighting the COVID-19
pandemic or dealing with other domestic problems.
Putin proposed the constitutional amendments during an address
of senior state officials on 15 January 2020. The formal discussion and
approval of the amendments at all government levels took only two
months (until 14 March 2020). The initial intention to approve the
amendments in a nationwide vote on 22 April was disrupted by the
COVID-19 pandemic. Despite the lack of any actual improvements to the
epidemiological situation, the vote was postponed to the end of June.
According to official results, 65 % of Russians with the right to vote took
part in the vote, and 78 % of the voters supported the constitutional
amendments.
The primary goal of the constitutional amendments was resetting
Putin’s previous presidential terms. The amendments affected a total of
41 articles, or about one quarter of the constitution, and included, among
other things, e.g. a mandatory annual indexation of pensions. However,
the main task of the large-scale, but mostly declarative and ideologically
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saturated changes were to mask the resetting of previous presidential
terms and to increase public support for the amendments.
The regime used the public to carry out an essentially undemocratic
and illegal monopolization of power. Putin initially proposed
amendments with the selfless aim of improving the constitution.
Drafting of the amendments gave a formal reason to reset the previous
presidential terms – a member of the ruling party brought the proposal
to the parliament shortly before the vote, citing the interests of the public
and the country as a whole. Although a vote by the federal and regional
parliaments would have been sufficient from the legal point of view, all
amendments, including the de facto authorization of Putin to serve as
president for two more terms, were approved by a majority of Russians
in a nationwide vote. The seemingly democratic process was supposed
to increase the legitimacy of the amendments and demonstrate Putin’s
popularity.
The high level of support for the amendments, including the
resetting of previous presidential terms, was artificial and did not
reflect actual public opinion and sentiment. The official result of
the vote was achieved through one of the most widespread election
manipulations, since Putin came to power. To approve the amendments,
the regime did not use a referendum, but a nationwide vote - something
that had not been defined or regulated by any laws or regulations so far.
As a result, experts estimated that falsification of votes alone added at
least 45 % or 25 million votes in favour of the amendments. A wide range
of evidence suggests that the regime organized a comprehensive forced
mobilization of public sector workers to vote. Due to the deliberate lack of
control, one person could cast two or even more votes.
Ironically, the COVID-19 pandemic, initially seen as jeopardizing the
success of the vote and, consequently, the process of constitutional
amendments, became one of the main incentives for change, making it
even easier for the regime to deliver the necessary results. For example,
due to the pandemic, voting was extended from one to seven days, but
the requirements for polling stations were reduced to such a minimum
that they could even be placed in cargo compartments of cars or
stairwells of apartment buildings. Several newly introduced methods,
including the organization of election over several days, were found by the
regime to be effective in achieving the desired result and thus will be used
in future elections.
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Public Approval for Putin’s Policies in Russia
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The relatively high support for Putin and the regime’s policies
among Russian people was achieved through continued propaganda
and targeted restrictions on political competition, including the
assassination of opponents. Although the support has fallen sharply
in recent years, formally, Putin is still supported by majority of the
public. However, his popularity depends on the lack of alternative, which
is ensured by the regime purposefully and systematically targeting
members of the independent opposition, as well as dosing the presence
of loyal opposition forces in Russian politics. The most visible example
being the regime’s policy against Alexei Navalny, which reached its so far
highest point in 2020.
As the informal leader of the independent opposition Navalny is
highly critical of Putin and the regime as a whole, regularly shedding
light on the corrupt practices of regime officials and elite members and
drawing widespread public attention to them. It is, however, Navalny’s
political ambitions, including becoming a president, that constitute the
main reason for the regime to see him as a threat. These ambitions are
reinforced by Navalny’s relatively wide support in society. To counter
this threat, the regime has denied Navalny access to federal media
and prohibited him from forming an official political party, as well
systematically discredited and defamed Navalny, subjecting him to
several criminal proceedings. Failing to achieve the desired result with
restrictions and repressions, the regime has in recent years tried to
assassinate Navalny, using intelligence and security services. There have,
most likely, been repeated attempts to do so. Another such attempt took
place in August 2020, during the pre-election period and the widespread
protests in Khabarovsk and Belarus. Upon Navalny’s return to Russia and
presumption of his current activities, the regime will continue to repress
him, including possible repeated assassination attempts.
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The political passive majority of the Russian population suits the
regime. However, the demand for change, including the change of
president, is growing among Russian society. This mood is fuelled by
Russia’s long-standing socio-economic problems and the regime’s
inability to solve them.
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The authorities’ actions in curbing the pandemic confirmed that
society’s interests are not among the regime’s top priorities. The
vote on constitutional amendments, which was important to Putin,
was carried out despite the still widespread prevalence of COVID-19
in the country. In May 2020, when Putin announced a relaxation of the
epidemiological restrictions, official COVID-19 mortality rate had reached
an all-time high. 1 July 2020, the main voting day, had a record number of
COVID-19 deaths recorded outside Moscow.
Even official data ranked Russia among the countries most affected
by COVID-19. It is, however, almost certain that the actual incidence and
mortality rate of COVID-19 was significantly (possibly even several times)
higher than officially reported. Russian officials purposefully distorted
COVID-19 statistics for both political and economic purposes. In order
to hold a vote on the constitutional amendments as soon as possible,
officials needed to reduce the spread of the pandemic, even if only on
paper. The regime feared that the pandemic and the problems related
to it would change the public sentiment to the worse and make it more
difficult to achieve the desired results. It also wanted to reduce the burden
on the budget and revive economy as soon as possible. The regime
generally chose to save reserves and spend as little financial resources as
possible on overcoming the pandemic. It was also hard to obtain accurate
data on the prevalence of COVID-19 due to the weakness of Russian health
6. RUSSIA’S DOMESTIC POLICY
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care system. As a result of the pandemic, the Russian healthcare system
was in a critical state, unable to provide quality patient care.
The regime’s growing sense of threat and Putin’s age (68) no
longer allow him to take such actions astrading of places with Dmitry
Medvedev in 2008 and 2012. Previously, in order to bypass the
restrictions on presidential terms, Putin temporarily allowed Medvedev
to take up the post of the head of state. If Putin chose to repeat the socalled tandem, he would not be able to return to the presidency until
2030, when he would be 77 years old at the beginning, and 83 years old
at the end of the presidential term. The priority status of Putin being the
president was evident by the uncertainty and gradually increased tensions
that prevailed in the regime’s elite until it was clear that Putin’s previous
presidential terms would be reset. Another priority being Putin’s health,
which is currently considered to be the main potential risk factor that
could endanger Putin’s continued presence in the Kremlin. Putin’s almost
complete isolation from the public and officials during the pandemic
confirmed the importance of the president’s health.
The growing public dissatisfaction with Russia’s socio-economic
situation, as well as the political stagnation and continuing tensions
with the West, means that the regime will increasingly avoid steps that
could weaken or jeopardize its positions. This was confirmed both by
Navalny’s attempted assassination and the growing restrictions. The new
constitution includes a number of provisions that will help protect the
regime’s positions, such as limiting the potential candidates for judiciary
and senior government posts. The regime also continued to introduce
new rules, especially towards the end of 2020, that will make it even more
difficult to hold protests, add further restrictions to political competition
and increase control over society.
Both the regime and Putin will continue to focus on maintaining and
strengthening their existing positions. For example, the ruling party
Yedinaya Rossiya (United Russia) is supported by less than a third of the
Russian population, but the regime will use all possible means, including
falsification of results and repression of opponents, to maintain its
constitutional majority during the parliamentary election in autumn 2021.
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7. RUSSIA’S ECONOMIC SITUATION
Putin Was Saving for Another Crisis

Putin’s regime maintained strict austerity regarding the financial
aid measures in response to the crisis, covering most additional costs
by borrowing rather than spending its significant financial reserves.
This rather conservative approach was and still is based on the regime’s
belief that financial reserves guarantee its security, sustainability and
sovereignty in both domestic and foreign policy decisions. The regime
sees the COVID-19 crisis as a short-lived phenomenon, whereas the
unstable oil price and the possibility of new Western sanctions are
perceived as potentially greater challenges that would consequently
create a greater need for eventual safety net.
In 2020, Russia’s budget deficit reached 3.8 % of GDP. The government
expects a remaining budget deficit over the coming years that would
decrease to 1% by 2023. The deficit will prevail despite significant
austerity measures and additional revenue from the formal sale of
Sberbank, the country’s largest bank. Over the next three years, it is
planned to reduce certain categories of expenditure by 10 %, with military
expenditure, as one of the largest items of government spending, to be
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reduced by 5 %. Over the next year, overall spending will fall from 21.1 %
to 18.6 % of GDP. In the spring of 2020, the Central Bank of Russia sold
the government the controlling stake in Sberbank for 2.14 trillion RUB.
The money for the transaction was taken from reserves. About two-thirds
of the amount spent will go to the state budget in the form of dividends,
including about 500 billion in 2020.
Russia has one of the world’s largest financial reserves. At the end
of 2020, the reserve fund of the Ministry of Finance (National Wealth
Fund) reached a record high of more than 177 billion USD, while the total
reserves of Russia (Central Bank of Russia) comprised 580 billion USD.
Last year, the resources of the National Wealth Fund were only spent
on the acquisition of Sberbank and covering of the difference between
the budgeted (42 USD per barrel) and actual oil price. The difference
was rather small, e.g. in November 2020 it was about 0.28 billion USD,
whereas in December 2020 it reached 1 billion USD.
In 2020, the government increased its borrowing several times.
Given the regime’s perception of security and tensions with the West,
Russia borrowed mainly in the domestic market, primarily from stateowned commercial banks. This practice will continue. In the short term,
borrowing does not threaten Russia’s financial stability – Russia has one of
the lowest debt levels so far, and it will remain so after the COVID-19 crisis.
In 2020, Russia borrowed about 5.2 trillion RUB. The overall government
debt is likely to increase from 12.3 % in 2019 to 21.4 % in 2024.
By the autumn of 2020, the Russian government had allocated 2.6 %
of GDP to support medicine and economy, as well as any other sectors
affected by the crisis, while other major countries spent 10 % or more. In
the second half of the year the support for various sectors declined due
to the lack of formal restrictions on companies. Austerity measures (and
the desire to reduce public dissatisfaction) were one of the main reasons
why the regime did not introduce comprehensive restrictions at the end
of 2020, despite the critical epidemiological situation. Similarly, in the
spring, despite a formal ‘high-readiness regime’ being in place throughout
the country, no state of emergency was declared, as it would impose
more financial obligations on the government.
In the future, the conservative policy of reducing budgetary
spending will slow down the country’s economic development. The
regime prioritizes its security over the economic growth prospects.
In 2020, the Russian economy experienced a decline of about 4 %. A
relatively low number is due to a rather low percentage of small and
medium-sized enterprises in Russia, a group that is usually among
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those most affected by the crisis. However, in the coming years, the
economic growth will be modest and, as before the crisis, largely
depending on the oil prices and rather inefficient public investment.
None of the fundamental problems of the Russian economy, including
the high corruption, unfavourable investment climate, and government’s
significant role in the economy, was solved in 2020, or is going to be
solved over the next years.
Due to the COVID-19 crisis, the regime reviewed and extended the
national projects for six years (until 2030). Similar to Putin’s Plan of
2012, the goals of these projects remain rather optimistic and unlikely
to be achieved, if only ‘on paper’. In the second half of 2020, the
implementation of the national projects was partially replaced by the
anti-crisis plan, which will continue in 2021, comprising 6.4 trillion RUB.
The plan foresees support for exports, import substitution, and certain
sectors of the economy.
Given the volatile oil price, the regime will place an increasing
emphasis on raising taxes to replenish the state budget. Starting from
2021, Russia plans to revise certain tax reliefs and increase the excise duty
for certain groups of goods, taxes for high-wage earners, and mineral
extraction tax, as well as the expenses of financial resources export from
Russia.
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8. PROTECTION OF NATIONAL,
NATO, EU AND FOREIGN
CLASSIFIED INFORMATION
Latvian national classified information (Official Secret) is the
information, the loss or unlawful disclosure of which may harm the
security, economic or political interests of the state. The protection of
classified information includes personnel security, physical security,
management of classified information, protection of classified
information handled in communication and information systems, and
industrial security.
Protection of classified information is also an essential aspect of the
security of NATO and EU, making the ability to provide this protection a
prerequisite for Latvia to be considered a full-fledged partner in these
organizations. According to the Law on Official Secret, the status of
Official Secret is also applicable to classified information of NATO, EU,
foreign states and international organizations. A sub-division of the SAB –
National Security Authority (NSA) – is responsible for protection of NATO
and EU classified information in Latvia. Regular assessment visits are
conducted to check the compliance of the Latvian system for protection
of NATO and EU classified information with NATO and EU security
requirements.
SAB as the NSA is also responsible for the protection of classified
information of foreign states and institutions, including the drafting
of international agreements on exchange and protection of classified
information.

Personnel Security
In accordance with the division of competence set in the Law on Official
Secret, vetting for access to national classified information is carried out
by all three state security agencies (SAB, State Security Service (VDD)
and Defence Intelligence and Security Service (MIDD)), whereas the
vetting for NATO and EU classified information is carried out only by SAB
NSA.
In order for a person to be able to work with classified information,
the state security agency needs to determine whether this is required
for the particular position he or she occupies, carry out a vetting and
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issue a security clearance for the access to national or NATO and EU
classified information. The positions requiring the access to national
or NATO and EU classified information are determined by the head of
each institution. These positions are then confirmed by a responsible
state security agency, which further carries out the vetting for people
occupying the particular positions.
The criteria for granting or refusal of national security clearances
are set in Article 9 of the Law on Official Secret. National security
clearances are issued for up to five years. Security clearances for the
access to NATO and EU classified information are issued following
an additional vetting, which can only be performed if a person has
already received a national security clearance. The validity period
of security clearances for the access to NATO and EU classified
information corresponds to the period of validity of the national
security clearance.
The obligations of a person who has been security cleared for
the access to national or NATO or EU classified information are
specified in the Law on Official Secret and the Cabinet Regulation
No 21: Regulation Regarding the Protection of Official Secrets and
Classified Information of the North Atlantic Treaty Organisation, the
European Union, and Foreign Institutions. Liability for intentional or
unintentional disclosure of classified information is set in the Criminal
Law.
In 2020, SAB issued 833 security clearances for the access to
national classified information, 1657 security clearances for the access
to NATO classified information, and 1656 security clearances for the
access to EU classified information. The access to national classified
information was denied in three cases, whereas the access to NATO and
EU classified information was denied in six cases.
Pursuant to the amendments to the Law on Official Secret, which
came into force on 1 July 2018, the decision of a state security agency
to deny the access to national classified information can be contested
to the Prosecutor General, whose decision can be further appealed
to the Regional Administrative Court. A person can re-apply for a
security clearance in five years, if the grounds for denying the access
to national classified information no longer exist.
In 2020, the decisions taken by SAB to deny the access to national
classified information have not been contested to the Prosecutor General
or appealed to the Regional Administrative Court.
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Physical Security and Management
of Classified Information
The inspection and certification of premises used for storage and
handling of national classified information falls within the competence of
all the three state security agencies, while the premises for storage and
handling of NATO and EU classified information are only certified by the
SAB NSA.
SAB inspects the compliance with the physical security requirements
set in legislation for state institutions under its supervision and companies
applying for a Facility Security Clearance (FSC). The inspection includes
security of premises, electronic security, procedural safety, personnel
security, and management of classified information. The SAB also advises
employees of state institutions and companies on issues regarding
security of premises and circulation of classified information (receipt,
processing, storage, destruction).
SAB Central Registry monitors and controls the protection of NATO
and EU classified information released to Latvia.

Protection of Classified Information Handled
in Communication and Information Systems
SAB evaluates the compliance with the security requirements and
conducts accreditation for all information systems processing national,
NATO and EU classified information in both state institutions and
companies which have applied for FSC.

Industrial Security
FSC confirms the right of a company to participate in public
procurements involving access to national, NATO and EU classified
information, as well as the ability of the company to protect such
information. The vetting of companies for the access to national
classified information is carried out by all the three state security
agencies, based on which SAB issues the FSC. If a company requires
access to NATO and EU classified information, the vetting is carried out
only by SAB.
The criteria for granting or refusal of a FSC are set in Article 91 of the
Law on Official Secret, while the Cabinet Regulation No 417: Regulation
on Facility Security Clearances prescribes the procedure, time frame
and list of documentation to be submitted applying for a FSC, as well as
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the procedures for issuance, accounting, use, change of category and
revocation of FSCs, and the policy for protection of national classified
information within companies that have been issued an FSC.
A company can apply for an FSC by completing the security
questionnaire in the annex of Cabinet Regulation No 417. FSCs are issued
for up to five years.
In order for a company to receive the FSC, its owners, officials and
employees have to be vetted and issued security clearances for national,
NATO or EU classified information.
As of January 2021, there are 87 valid FSCs for access to national
classified information, six for access to NATO and one for access to
EU classified information. In 2020, SAB has issued 21 FSCs and made
changes to two previously issued FSCs, seven applicants were refused
the FSC, and one company had their previously issued FSC revoked.
The decision of SAB to refuse the issuance of an FSC or revoke a
previously issued FSC can be contested to the Prosecutor General, whose
decision can be further appealed to the Regional Administrative Court.
The company can re-apply for an FSC five years after the final decision has
come into force.
In 2020, SAB’s decision to refuse or revoke an FSC has been contested
in two cases. In one case the Prosecutor General revoked the decision of
the SAB, indicating necessary clarifications. After a further evaluation of
the case, SAB adopted a second decision, which was no longer contested.
In the second case the Prosecutor General deemed SAB’s decision as
justified, and the decision of the Prosecutor General was appealed to the
Regional Administrative Court. The case is ongoing.

International Agreements on Exchange and
Protection of Classified Information
In accordance with the Law on Official Secrets and the Cabinet
Regulation No 21 exchange of national classified information with
institutions or companies of other countries is only possible if Latvia
has concluded a bilateral agreement on the exchange and protection of
classified information with the respective country. The development of
these agreements falls within the competence of SAB as the NSA.
When developing the agreements, SAB takes into account the areas,
in which a regulatory framework for exchange of classified information is
currently needed, such as the presence of NATO forces in Latvia within the
framework of eFP or cooperation with a country in the field of industrial
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security. It should be noted that the drafting of agreements is a long-term
process involving two countries with different regulatory framework, both
regarding the protection of classified information and the drafting and
ratification procedures of the agreements.
In 2020, SAB completed the work on the Agreement between the
Republic of Latvia and the Government of Montenegro concerning the
Protection of Classified Information (signed on 24 September 2020), as
well as the Agreement between the Government of the Republic of Latvia
and the Government of the United Kingdom of Great Britain and Northern
Ireland concerning the Protection of Classified Information (signed on 16
December 2020).
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9. LEGAL MOBILE INTERCEPTION
SAB hosts the technical facilities and equipment that ensures legal
mobile interception for law enforcement agencies and state security
agencies. The data obtained during the interception are transferred to
the initiator of the particular interception who is legally able to perform
specific intelligence activities and has received a warrant from the Justice
of the Supreme Court. The competence and responsibility of SAB includes
legal interception, protection of technical parameters and methodology
of the interception, as well as the protection of the obtained data from
unauthorized disclosure before they are delivered to the initiator of the
interception.
Prior to the beginning of the legal interception, SAB receives the
necessary documentation from the initiator of the interception, in which
the following is stated:
• registration number of the initiating decision;
• official who has taken the decision;
• head of the institution who has confirmed the decision;
• Justice of the Supreme Court who has issued the warrant;
• telephone number to be intercepted;
• time period of the interception.
The legal supervision of mobile interception is ensured by the
Prosecutor General and specially authorized prosecutors. Parliamentary
control is exercised through the National Security Committee of the
Parliament. As in previous years, SAB has not committed any violations
regarding mobile interception in 2019. The proportional usage of the legal
interception by law enforcement agencies and state security agencies is
provided in the following chart.
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Proportional Usage of the Legal Interception by Institutions
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VDD
18.5%

CONTACT US
Constitution Protection Bureau (SAB)
Post Box 286, Riga, LV-1001, Latvia
Phone: +371 67025407
Fax: +371 67025406
E-mail: info@sab.gov.lv or sab@sab.gov.lv

For Media Contacts:
Phone: +371 28386600
E-mail: info@sab.gov.lv
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